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Internet Explorer Settings

L

g

For use with Microsoft™ Internet Explorer version 7.0 and above. Do not utilize with any
other browser as data corruption and unexpected errors may occur.

Internet Explorer (1E) Settings

It is likely that internet browser software was installed with the default settings. The default
settings need to be adjusted for web-based data entry operations. Making the following
adjustments allows the application and database to communicate in ‘real-time’ as information is
entered and saved to the database.

Setup:

1. Open Internet Explorer (IE). Using the Main Tool Bar, Click Tools, point to Internet Options
(reference figure 1-1).

2. In the Internet Options Panel (middle section of the window under ‘Temporary Internet
Files’, click the Settings button (reference figure 1-1A).

General |Securitv I Privacy | Content I Connections I Programs I Advanced I

Horme page
/? To create home page kabs, bype each address onits own line.
'
1 hiktp: ffinkranet) ;I
=
Ise current Use defaule IUse blank |

Browsing hiskory

/2 Welcome to the OPUS System - Microsoft Internet Explorer provided by OHS (v.6) ol x| \ ele tempor@ry ﬁ|85‘,. history, cookies, saved passwords,
D)~ [8) Wtpesampestatmarmrones  =l| || | ) [P tve seorch ol #) and weh Farm information,
Fyde Edt View Favarites Tools T‘(e\v @ Convert ~ PSelect b p Delete browsing historv o exit
& Favorites | Fres Hotmal @ suaqested Sites = & | web Slice Gallery = & | Customize Links i j
Y % - Page~ Safety~ | Tools~ @~ i’ Delete. .. Settings
Seatch
p Change search defaulks. Setkings |
P
Tabs
Fi2 Change how webpages are displaved in Setkings |
tabs.
fppearance
Colors Languages | Fants | Accessibility |
P oK | Cancel | Apply |
one T [ [@weemer [a - [Ri00% -
Figure 1-1: internet Options screen. Figure 1-1A: Internet Options Advanced Settings

3. On the Internet Options Panel, in middle section of window under Temporary Internet
Settings, click the Settings button (reference figure 1-1).
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4. In ‘Settings’ screen, click the option "Every Visit to the Page”, then click “OK” button
(reference figure 1-2). You are ready to login using OPUS.

x| | Depending on the computer and
IE version, the ‘Temporary
~ Temporary Internet Files Internet Files and History

Internet Explorer stores copies of webpages, images, and media

., .
For Faster vieming 1o Settings’ view can vary in

appearance and/or wording.

¥ Every time I visit the webpage

Regardless; the ‘Check for newer
versions of stored pages;’
Must be:

. Every time I skart Internet Explorer

™ automatically

[ 1024 = “Every time | visit the webpage”

Current location:

CiiDocuments and Settingsijrutledaelocal Settingst Tempaorary
Internet Files),

Move Folder, ., Wiew objecks Wigw Files

—Hiskary

Specify how many days Inkernet Explorer should save the list
of websites vou have visited,

Davs ko keep pages in history; 1 =

(] 4 | Cancel |

Figure 1-2: Settings Panel

5. Go to the “Advanced” tab (reference figure 1-3). Look for “Java (Sun) (reference figure 1-
3). If Java (Sun) isn’t there, double check to see if Microsoft VM Java is checked. If so, this
is where the printing problem is. The reports won’t print properly with VM Java. Symptoms:
pages print landscape and portrait, the print could be cut off or print would be scrambled.

Java (Sun) Java 1.6.0_20 is the latest program. Reference the listed link to access the Java
page for quick access: http://java.com

If possible, each agency’s IS staff should be able to assist the user(s) in downloading on each
computer unit (PC). When downloading there will be two security certificates. See example
below. The first one is the standard agreement to using the software, check “always”. The
second security certificate is for the report plug-in, again check “always”.
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http://java.com/

OPUS

Internet Options 7|
General I Security I Privacy I Content | Conneckions I Progrns Advanced |
o

Settings

e

O abways show encoded addresses ;I
Send IDN server names

[ send IDM server names for Intranet addresses

Send UTF-8 URLs

Showy Information Bar for encoded addresses Login to OPUS P
[£] Java (Sunj Learn More about OPUS
Use JRE 1.6.0_20 for <applet= (requires restart) J

Always use ClearType For HTML*
Enable automatic image resizing
Play animations in webpages*
Play sounds in webpages

| [ show image download placeholders | 'I
4 3

*Takes effect after vou restart Internet Explorer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset... |
condition.

You should only use this if vour browser is in an unusable skate.

K I Cancel | Apply

Figure 1-3: Settings Panel - Advanced

Java Security Update

Make sure all your browser windows are closed before proceeding,.

1. Go to: Start button (usually located in the lower left corner of your monitor), go to ‘setting’,
to ‘control panel’.

2. If you are already in classic view skip this step. In the upper left corner of the screen click on
‘Switch to Classic View’.

3. Double click on the Java Icon | {;1 |
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o =Jaix]

{ Javal SEcurityI F'.u:l'-.fancedl

" About

Wiew version infarmation about Java Contral Panel,

About, ., |

 Metwork Settings

Metwork settings are used when making Internet connections, By default,
Java will use the network settings in wour web browser, Only advanced
users should modify these settings,

Mebwork Setkings. ..

— Temporary Internet Files

Files wou use in Java applications are stored in a special folder For quick:

execution later, Only advanced users should delete files or modify these
sektings,

Sekkings. .. | View, ., |

K I Zancel | Al |

Figure 1-4A: Java Control Panel — General

4. Go to the “Advanced” tab (reference figure 1-4B). Click on the + sign in front of ‘Security’.

| =10

Genetal | Java | Security

Settings

---Del:uugging

---Ja'-.fa console

---Default Jawa for browsers
---Ja'-.fa Flug-in

---Shu:urtu:ut Creation

---JNLF‘ FileMIME Assaociation
- JRE Auto-Download

The Security tab will expand

Ik I Cancel ammly

Figure 1-4B: Java Control Panel — Advanced
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4. Click on the + sign in front of ‘General’ (reference figure 1-4C)

= [oix]

Generall Javal Security  Advanced |

Setkings

; -Debugging

~Java console

-Default Java for browsers

-Java Plug-in

~Shorkcuk Creation

-~ JMLP File/MIME Association

-JRE Auto-Dovnload

~Securit
~Miced code (sandboxed vs, trusked) secority verificakion

[+ Miscellaneous

The General tab will expand

| (] 4 I Cancel | Apply |
~|=I0lX|

Generall Javal Security Adwanced |

----- [# Use certificates and keys in browser keystare :I
----- [# Use personal certificate automatically i only ane matches ser
----- ¥ ‘Wwarn if site certificate does not match hostname

----- [~ Show site certificate Fram server even if it is valid

----- ¥ Show sandbox warning banner

----- ¥ allows user ko accept INLP security requesks

----- [T Check certificates For revocation using Certificabe Revocation
----- [ Erable online certificate walidation

----- [+ Enable list of trusted publishers

----- [# Erable blacklist resvocation check

----- v Enable caching password For authentication

2.0 compatible ClientHello Farmat

----- ¥ Use TLS 1.0
[#}-Mixed code (sandboxed vs. trusted) security verification |-

[+--Miscellaneous 7
KT | :

(] 4 I Zancel | Apply |

Figure 1-4C: Java Control Panel — Advanced — Security and General Tabs expanded
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Java Control Panel

SR
Generall Javal Security  Advanced I
----- [¥ Use certificates and kevs in browser keystore ﬂ

¥ Use personal certificate autarnatically if only one matches ser
[ ‘warn if site certificate does not match hostnarne

[T Show site certificate From server even if it is valid

----- [ Show sandbox warning banner

----- v &llow user to accepk JMLP security requests

[T Check certificates For revocation using Certificate Revocatior
----- [T Enable online certificate validation

----- [¥ Enable lisk of krusted publishers

----- [¥ Enable blacklist revocation chedk

----- ¥ Enable caching password For authentication

o Ise 551 2.0 compatible ClientHela Format

----- ¥ Use 550 3.0

----- ¥ Use TLS 1.0

[#-Mixed code (sandboxed ws, brusked) security verificakion
[+#-Miscellaneous

; -

Figure 1-4D: Use SSL 2.0 compatible ClientHello format selection

5. Check the box highlighted above. Click on “Apply”, then “OK” (reference figure 1-4D)

6. Log into OPUS normally and run one of your reports. You should receive this pop up.
Irning - Security

=i
The application's digital signature has an error. Do you i
want to run the application? .

Figure 1-4E: Warning Security pop-up
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7. Click on “Always trust content from this published.”

Warning - Security

The application's digital signature has an error. Do you
want to run the application?

Figure 1-4F: Warning Security pop-up

8. Click on the “RUN” button and wait for the system to complete the process. Then you
should be able to review your normal print window.

9. If you have any questions and if you have an IS person at your agency, ask for their
assistance or contact

OPUS Helpdesk
opushelp@hcs.state.or.us
1-800-453-5511 Option #6
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Logging into OPUS

Setup:

1. Start Internet Explorer (IE)

2. Type the address: http://apps.state.or.us/opus/

3. A popup window will ask you to accept a security certificate, Click the ‘OK’ button. This is
the security certificate to protect the database.
Note: Check the box next to the phrase, "In the future, do not show this warning", so that you
will not repeatedly see the message popup on each visit to OPUS.

4. On the OPUS screen, click the ‘Login to OPUS’ link (reference figure 1-5A).

OPUS

Figure 1-5A: OPUS Main Page

5. On the ‘Login’ screen, type the ‘User Name’ and the password (reference figure 1-5B). For
new users, a temporary password automatically sent via email from the OPUS System when
a new user is created or password is reset (NOTE: Temporary passwords are valid for 24
hours from issue date/time). The user will required to change it on the next screen. The

‘Password’ IS case sensitive.
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http://apps.state.or.us/opus/

0] d IN

OPUS Application version 2.10.22¢

Login:
User Name:  JRUTLEDGE
Password: ]oooooooooooo| Login I

Figure 1-5B: Login screen

6. Click the ‘Login’ button.

A You are about to access the OHCS OPUS information system (Data Classification: 3).
Access to this system is restricted to authorized users only. Unauthorized access, use, or
modification of the data contained herein, or in transit to/from this system, may
constitute a violation of the OPUS Use Agreement and State laws. These systems are
subject to monitoring to ensure proper performance of applicable security features or
procedures. Such monitoring may result in the acquisition, recording and analysis of all
data being communicated, transmitted, processed or stored in this system by a user.

If monitoring reveals possible misuse or criminal activity, notice of such may be provided
to supervisory personnel and law enforcement officials as evidence.

Figure 1-6: Data Classification Warning Screen

7. The Data Classification ‘Warning’ screen Will appear. Click ‘OK” to proceed or ‘CANCEL’
to return to the ‘Login’ screen (reference figure 1-6)

8. The ‘Change Password’ screen will appear. For the ‘Old Password’; type the temporary
(default) password again (reference figure 1-7).
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9.

10.

11.

OPUS

e Password Change

User Name and Password REQs

Enter Old Password: |uoouon
Enter New Password: Inuuu.

Enter New Password Again: Iuﬂﬂuo
No, Go Back |

ARl : A i 4
L : 4 kN 7 =
LR i Sty

Default Password is the ‘Old
Password’

Figure 1-7: Password change screen.

Type a new password (this will be the permanent one to use on a regular basis unless there is
a password reset). Permanent passwords need to be at least eight (8) characters, at least one
upper-case letter, at least one lower-case letter, and at least one number or special character
in the middle somewhere (characters such as #, *, -, @, $). A password cannot begin with a
number.

In the next box, re-type your new password, to confirm.

Click the ‘Change’ button. The ‘Agency & Module Select’ screen will appear. Some OPUS
users have more than one module to work in, if so, the user has the opportunity to select the
module they are approved to work in. Users with one module won’t need to do anything
except click ‘submit’. If a user has multiple modules, use the dropdown button in ‘OPUS
Module’ to select the required module then click ‘Submit’ (reference figure 1-8).
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0] d UN
Agency & Module Select

Agency OHCS =l

CPUS Medule | WEATHERIZATION _~|

D

Data Classification: 1

Timeout: 18:21

Rl ‘ Al £
S o A A ety _\. 5
o [Wie¥ S e

12. After clicking on the ‘Submit’ button, the ‘Message of the Day’ screen will appear.

Figure 1-8: Agency & Module Select screen.

Message of the Day
The ‘Message of the Day’ screen is known as the OPUS Home Page. Users will be alerted to
notices of upcoming system-upgrades, program updates, and OPUS helpdesk procedures.

To initiate a client search, click the ‘Search Client” link at the left or use the Main Menu, scroll
over ‘Client” and click on the ‘Search’ dropdown (reference figure 1-9A). To initiate a job
search use the Main Menu, scroll over ‘Program’ and click on the ‘Job Search’ dropdown
(reference figure 1-9B).
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Search Client

Change Password?

Edit Your User
Account

Enable Firsbug |

OPUS

ition

Client

<<

Agency: OHCS

141;

| Prograrn | Histari

Message of the Day

WELCOME! To start CPUS - Click Search Client

System Issue? Contactus @ o

Daily Motices

12-22-2009- Version 2.8.14 was
patched on 12/21/2005

12-21-2009- Version 2.8.14 was
patched on 12/20/2009

12-16-2009- Version 2.8.14 was
patched on 12/15/2005

Program Notices

12-14-2009- Energy Module
FPhase 1 of the Liheap Matrix
releazed .

12-10-2009- Energy Module
Phase 1 of the Liheap Matrix will
be deplayed on Sunday, Dec 13,
2009

10-03-2009- All Modules State
budget reductions require Cregon
Housing and Community Services
to close for ten days between
QOctober 2009 and May 2011. For
closure dates and more
information, pleaze visit:

Figure 1-9A: Main Menu - Links for Search Client.

Search Client

Change Password?

Edit Your User
Account

Enable Firsbug |

Message of the Day

Job Search

Go To 4

WELCOME! Tc start OPUS - Click Search Client

System Issue? Contactus @ o

Daily Motices

12-22-2009- Version 2.8.14 was
patched on 12/21/2005

12-21-2009- Version 2.8.14 was
patched on 12/20/20095

12-16-2009- Version 2.8.14 was
patched on 12/15/2009

Program Notices

12-14-200%9- Energy Module
FPhase 1 of the Liheap Matrix
released .

12-10-2009- Energy Module
Phase 1 of the Liheap Matrix will
be deplayed on Sunday, Dec 13,
2009

10-03-2009- All Modules State
budget reductiocns require Oregen
Heousing and Community Services
to close for ten days between
QOctober 2009 and May 2011. For
closure dates and more
information, pleaze visit:

Figure 1-9B: Main Menu - Links for Progréi'r'ﬁ'l]ﬁob Search.

)
o
i

rnent

Version 2.10.23

\
|
)

shelp@hcs.state.or.us, or by phone 1-800-453-5511, option £6.

OPUS Help

-
\ A8

opushelp@hecs.state.or.us
06-19-2009- Password Resets
COPUS Helpdesk does not iszue
passwords. When a new user
account iz created or an existing
account iz reset, a temporary
paszword iz automatically
generated & zent by the system
to the users email account. OPUS
Helpdesk has no contral over this.
If you need to have your
paszword reset, please contact
your agencies OPUS System
Administrator.

08-01-2007- HMIS Help Manual

Version 2.10.23

chelp@hcs.state.or.us, or by phone 1-800-453-53511, option 6.

\
|
)

.
\ A8

OPUS Help

E-mail:
ocpushelp@hcs.state.or.us
06-18-2009- Password Resets
OPUS Helpdesk does not issue
passwords. When a new user
account is created or an existing
account is reset, a temporary
password is automatically
generated & zent by the system
to the users email account. OPUS
Helpdesk has no contral over this.
If you need to have your
paszword reset, please contact
your agencies OPUS System
Administrator.

08-01-2007- HMIS Help Manual
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HOME and the Log Out Screen

The ‘HOME’ and ‘Log Out’ links are located on the Main Menu (reference figure 1-9C).

The ‘HOME”’ link goes to the "Message of the Day" screen.

* g‘. OPUS

Weatherization

Agency: OHCS

| Program | His

rical |

Managernert |

e —..
HOME | Log Out

Reports | Help

Search Client

Change Password?

Edit Your User
Account

Enable Firebug |

Message of the Day

WELCOME! To start CPUS - Click Search Client

System Issue? Contactus @

=

B e e

12-22-2009- Version 2.8.14 was
patched on 12/21/2009

12-21-2009- Version 2.8.14 was
patched on 12/20/2009

12-16-2009- Version 2.8.14 was
patched on 12/15/2009

“ersion 2.10.230

opushelp@hcs.state.or.us, or by phone 1-800-453-5511, option £6.

Program Notices

12-14-2009- Energy Module
FPhase 1 of the Liheap Matrix
released .

12-10-2009- Energy Module
Phase 1 of the Liheap Matrix will
be deployed on Sunday, Dec 13,
2009

10-05-2009- All Modules State
budget reductions require Oregon
Housing and Community Services
to close for ten days between
COctober 2009 and May 2011. For
closure dates and more
information, please wisit:
WWW.Oreqon.aoy .

059-15-2009- Energy Module
Mew applicant disclaimer
released.

06-17-2009- Opus Unavailable
Sunday SDC will be doing

Catabase work on Sunday, June
21, 2008. Opus will not auailible.

OPUS Help
E-mail:

cpushelp@hcs.state.cr.us
06-19-2009- Password Resets
OPUS Helpdesk does not issue
paszswords. When a new user
account is created or an existing
account is reset, a temporary
password is automatically
generated & sent by the system
to the users email account. CPUS
Helpdesk has no control over this.
If you need to have your
paszsword reset, please contact
your agencies OPUS System
Administrator.

08-01-2007- HMIS Help Manual
updated.

01-05-2007-

If your Main Nav Drop-Down
is not working , pleaze e-mail
the Opus helpdesk. This iz a
problem with Internet Explorer
and we will help you fix it.

06-22-2005-
Fleaze report bugs! We can't fix
what we don't know about.

06-22-2005-

User Manual Updates

COPUS Module-based manuals are
located under Main Menu= Help
=lser Manual. Manuals are
designed with built-in tutorials to
assist with self-paced learning.

ith Irternet Explorer

Timeout:
12:18

Cata Classificaticn: 1

Figure 1-9C: Main Menu - Links fo ME and Log Out screen.

To end a session, click the ‘Log Out’ link. The ‘Log Off” screen will appear. To continue
logging off, click the “Yes” button. To cancel from logging off, and return to the last screen

visited, click the “No, Go Back” button (reference figure 1-9).

The ‘Log Off’ screen has a five minute timer before logging the user totally out. All other OPUS
screens have a 20 minute timer (reference figure 1-11).

system will go to ‘log out’ (reference figure 1-10).

If there isn’t activity in a screen, the
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OPUS

Log Off ?
Thank you for using OPUS.

Do you want to continue with your log off?

No, Go Back I Yes

Figure 1-10: Log Off screen

Types of Screens and Buttons
There are four types of screens: ‘Search’, ‘View’, ‘Edit” and ‘New’.

Search Screen
The “Search’ screen is used to search for existing database records.

Wild cards: OPUS supports the use of two types of wild cards on search screens. (% many

characters, _ single character). All search screens automatically adds a % wild card in the
background [unseen] to the end of the search parameter.

View Screen
A “View’ screen provides a view and/or review of information entered. This screen usually
appears after saving data from a ‘New’ or ‘Edit’ screen.

Edit Screen
An ‘Edit’ screen displays existing database records so a user can edit regions/fields requiring
updating and to be saved.

New Screen
A ‘New’ screen creates new records, a new client, a new residence, or a new payment.

The Save Button
On ‘New’ screens, the “Save” button is used to save information to the database. On ‘Edit’
screens, the “Save Changes” button is available.
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Screen Timer

Each OPUS screen is programmed with a 20 minute timer (reference figure 1-11). If a screen is
inactive for more than 20 minutes, the ‘Log Off’ screen will appear. The ‘Log Off’ screen has a
five (5) minute timer. You will need to click either “No” or “Yes” within 5 minutes. If a
response is not completed within five minutes, the session will end and the user will be logged
off. To continue using OPUS, the user must re-log into OPUS. This process is a security
measure programmed into the system to protect client and agency information.

Data Classification

Information, like other assets, must be properly managed from its creation to disposal. As with
other assets, not all information has the same value or importance and therefore information
requires different levels of protection. Information asset classification and data management are
critical to ensure that the information assets have a level of protection corresponding to the
sensitivity and value of the information asset. Descriptions of data classification levels can be
found via the following link:
https://apps.state.or.us/oaisisdocs/usermanual/DataClassificationGuidelines.pdf

Timeout:
159:49

Cata Classificaticn: 1

HifE | |'|| ot

Figure 1-11: Screen Timer and Data Classification

Note: Log out of the system if leaving your desk for any amount of time. If you have saved each
screen you have completed beforehand, you can log-in and go back to where you left off.

Screen Navigation

Main Menu, Left Navigation Bar (Left Nav Bar), and Drop-Down Menus
OPUS screens have two navigational sections: Main Menu and Left Navigation Bar.

Main Menu

The ‘Main Menu’ is the horizontal section located on the top area of the screen (reference
figure 1-12). The active ‘Agency’ is displayed in the ‘Main Menu’. The main menu provides
top level drop-down menus. Drop-down menus appear under: Client, Program, Fiscal,
Management, Reports and Help
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MAIN MENU

WEP ‘ HOME | Log Out
-4 ‘J y OP ’ Agency: OHCS

H/()afh()ll afI()” Client | Program | Historical | Management | Reports | Help

Job Search Version 2.11.0T
ersion 2.11.
_ Go To /b CSBG \
Search Client
Message of the Day E2c2
ENERGY
LEFT nge Password? WELCOME! To start OPUS - Click Search Client
NAV FISCAL
BAR f\dit Yo:::r User System Issue? Contact us @ opushelp@hcs.state.or.us, r b HMIS-COC 5511, option #6.
ccoun I—Rr,’
e Agency - “
IT——— ' i
Daily Notices Program Notices OPUS Help
09-28-2011- OPUS Test is now 09-29-2010- THIS IS OPUS E-mail: opushelp@hcs.state.or.us
available for Energy 2012 TEST. TESTING ONLY. USE 09-29-2010- THIS IS OPUS
program year testing OPUS PRODUCTION FOR REAL TEST. TESTING ONLY. USE
WORK OPUS PRODUCTION FOR REAL
10-01-2010- OPUS Test will be WORK
reboot at 9am for an update. 09-29-2010- THIS IS OPUS
09-29-2010- THIS IS OPUS

MENU DROP-DOWN OPTIONS

Figure 1-12: Main Menu and Left Nav Bar

A drop-down menu may include sub-menus when the mouse scrolls over a topic. For each menu
item, you may see a black arrow pointing towards the right. When the mouse is scrolled over a
menu, the arrow will display additional sub-menu items. In the example above, the ‘Program’
menu has a drop-down menu with a ”Go To” item menu, which has a sub-level menu listing
other modules. The menu includes an “Agency” item which leads the user to the Agency-
Module Select screen.

Left Navigation (Nav) Bar

The Left Nav Bar is bar area has text links (reference figure 1-12). Text links change on the
‘Left Nav Bar’, from screen to screen, depending on what screens have been accessed, or need to
be completed through the client intake process.
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WX Residence Client Flowchart
Thursday, August 02, 2012
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Figure 1-13: Weatherization Residence Client Flowchart
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